
 

Data Leakage System detection and prevention 

 

Abstract—A data distributor has given sensitive 
data to a set of supposedly trusted agents. Few 
data gets leaked somehow and it is found in an 
unauthorized place.  A person gets the data from 
one or more agents which is leaked one, but this is 
opposite to the one which is gathered by other 
means independently. We propose data allocation 
strategies (across the agents) that improve the 
leakage identifying probability. It does not depend 
on the modifications of the released data.  But in 
few cases we can also introduce original but fake 
data which can improve the chances of detecting 
leakage and identifying the fake party.  
 
 

I. INTRODUCTION 
 In the business field at times sensitive data has to be 
given to a trusted third person. Let us consider an 
example where the researchers will develop new 
equipment based on the report sent by the hospital 
about the patients record. In the same way one 
company has partnership with other company so that 
they can share the customer data.  There is some 
other company which needs to outsource its data 
processing and it needs to gives the data to other 
companies.  The owner of the data is termed as 
distributor and the trusted third party is termed as 
agent.  The aim of the project is to track the sensitive 
data of the owner which is being leaked by the 
distributor  and to identify the agent who has leaked 
that data. A technique known as perturbation is used 
in which the data  is modified before being given to 
the agent because it is less sensitive. But basically 
watermarking is used to detect leakage. For example 
using watermarking an unique code is assigned to the 
data and if it is in the hands of a unauthorized person 
then using this code the agent who leaked this can be 
easily identified. This technique of watermarking is a 
very useful technique  but the complexity is that it 
involves some alteration in the original data. In this 
paper we study a method to detect the leakage of the 
data by the agent and we develop an algorithm for it.  

 

II. PROBLEM SETUP AND NOTATION 
A. Entities and Agents 
A distributor owns a set T = {t1, t2, t3……. } of data 
objects that are valuable and that has to be accesed.  
The owner is interested to share some data with a set 
of agents U1,U2…..Un, but their other goal is not to 
let the data to be leaked to others and that is the third 
parties. The objects that is used in T can be of any 
type and size, e.g., they could be t relations in a 
database.  A sunset of data from the object Ri T goes 
to the agent Ui and is  determined either by a sample 
request or an explicit request: 

(1) Sample request Ri = SAMPLE(T;mi): Any 
subset of mi records from T can be given to 
Ui.  
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(2) Explicit request Ri = EXPLICIT(T; 
condi):Agent Ui receives all the T objects 
that satisfy condition  
 

Example: Say T contains customer records for a 
given company A. Company A hires a marketing 
agency U1 which does a survey of customers online. 
U1 requests a sample of 1000 customer records. At 
the same time, company A subcontracts with agent 
U2 to handle billing for all California customers. 
Thus, U2 receives all T records that satisfy the 
condition “state is California.” 
 
B. Guilty Agents 
 For instance an distributor  finds that the set S-T data 
has been leaked only after handling the data to the 
agent . It indicates that the third party has been 
influenced by the leak of the project and this is the 
target. Our goal is to estimate source agent from 
where the data has been leaked.  If the data is more 
then it is a difficult task to identify from where it has 
been leaked. In the same way it is difficult to track 
the target responsible for the leak  .For this we need 
to estimate the likelihood of the data that is leaked 
from the agent. If the data from S is distributed and  
data is sent  to the agent U1 and other data to other 
agents in  general we can  only suspect U1 more than 
the other agents . We denote the event that agent Ui 
is guilty for a given leaked set S by Gi|S. Our next 
step is to estimate Pr{Gi|S}, i.e., the probability that 
agent Ui is guilty given evidence S. 
 

III. AGENT GUILT MODEL 
 Now we have to compute the probability that the 
value in S can be guessed to some extent. For 
example consider a situation where in   the data from 
a source is the email content of few individuals. Then 
an experiment is performed to determine the target  to 
find the email content of say 1000 individuals. Out of 
this if the email content of say 90 individuals are 
determined then we can determine the probability of 
an email is 0.9.  
There are two ways by which an target can be 
obtained. A single agent Ui leaked t from his own Ri 
set; or The target guessed (or obtained through other 
means) t without the help of any of the n agents. 
 In other words, for all t 2 S, the event that the target 
guesses t and the events that agent Ui (i = 1,,,,, n) 
leaks object t are disjoint. Before we present the 
general formula for computing Pr{Gi|S}, we provide 
a simple example. Assume that sets T, R’s and S are 
as follows: T = {t1; t2; t3}; R1 = {t1; t2}; R2 = {t1; 
t3}; S = {t1; t2; t3}: the probability that each of the 
two agents leaked t1 is the same we have the 
following cases: 

1) the target guessed t1 with probability p;  

2) agent U1 leaked t1 to S with probability 
 (1- p)/2, 

3)  agent U2 leaked t1 to S with probability 
 (1-p)/2 

 

IV. DATA ALLOCATION PROBLEM 
 The important part of this is the data allocation 
problem where the distributor has to divide the given 
data in a intelligent way and send it to the agent in 
order to increase the chances of detecting the agent 
who has leaked the data. As illustrated in Figure 1, 
there are four cases by which the problem can be 
analyzed and that is the situation depends on the type 
of data used, whether “fake objects” are allowed.  
The step taken to detect the agents that leak is to 
design the objects which looks like real objects and 
distribute it to the agent.  
 
 

 
 
 

Fig. 1: Leakage Problem 
 

A. Optimization Problem 
 The main problem is the problem by which the data 
is being allocated to the agent. The distributors 
ultimate aim is to provide the agent with required 
information as per the request of the agent and within 
the limited resource available with the distributor.  
The main aim of the distribution is to find out the 
agent who has leaked the data.  The distributor has to 
serve the agent with the data requested by the agent 
and not with the information apart from it ie with the 
information different from the requested one and the 
one with the same version. We consider fake object 
allocation as the only possible constraint relaxation. 
We now introduce some notation to state formally the 
distributor’s objective. Recall that Pr{Gj|S = Ri}or 
simply Pr{Gj|Ri} is the probability that agent Uj is 
guilty if the distributor discovers a leaked table S that 
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contains all Ri objects. We define the difference 
functions Δ(i; j) as: Note that differences _ have non-
negative values: given that set Ri contains all the 
leaked objects, agent Ui is at least as likely to be 
guilty as any other agent. Difference Δ (i; j) is 
positive for any agent Uj , whose set Rj does not 
contain all data of S.  If Ri _ Rj then the value is zero.  
From this the distributor wil come to a conclusion 
that both the agents Ui, Uj have received some of the 
leaked objects and this is found guilty.  When the 
value of Δ (i; j)  is large then the probability indicates 
that the agent Ui is the agent to have leaked the 
information.  Then we have to distribute the data so 
that the value of Δ increases gradually.   
 
B. Objective Approximation 
We can approximate the objective of with that does 
not depend on agents’ guilt probabilities and 
therefore on p. Minimize This approximation is valid 
if minimizing the relative overlap | | Ri Rj ri 
∩maximizes Δ (i; j). The intuitive argument for this 
approximation is that the fewer leaked objects set Rj 
contains, the less guilty agent Uj will appear 
compared to Ui (since S = Ri). In [2] we prove that 
problem are equivalent if each T object is allocated to 
the same number of agents, regardless of who these 
agents are. Both scalar optimization problems yield 
the optimal solution of the problem, if such solution 
exists. If there is no global optimal solution, the sum-
objective yields the Pareto optimal solution that 
allows the distributor to detect the guilty agent on 
average (over all different agents) with higher 
confidence than any other distribution. The max 
objective yields the solution that guarantees that the 
distributor will detect the guilty agent with a certain 
confidence in the worst case. Such a guarantee may 
adversely impact the average performance of the 
distribution. 

 

V. CONCLUSION 
In a perfect world there would be no need to hand 
over sensitive data to agents that may leak the data 
without their knowledge. In case a sensitive data is to 
be delivered watermarking concept can be adopted 
which would trace its origin correctly. But in certain 
cases cooperation from the agents side is required 
and it cant be judged certainly whether the leaked 
data came from a agent or from some source.  From 
this we can conclude that it is a difficult task to track 
the leakage but it is possible to identify it based on 
the overlap of leaked data with the original and based 
on the probability that objects can be “guessed” by 
other means.  This model is very simple and easy to 
be implemented and its performance is also good.  
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