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ABSTRACT	

Now,	 it	 should	 be	 borne	 in	 mind	 that	 there	 is	 not	 any	 fixed	 infrastructure,	 so	 the	

security	solutions	should	admit	that	legitimated	nodes	carry	out	all	the	required	tasks,	

including	 routing	 and	 entity	 authentication,	 in	 a	 self‐organized	 and	 self‐controlled	

manner.	The	limitations	on	the	network	transmission	range	is	the	another	problem	to	

be	considered	and	to	develop	secure	routing	mechanisms	is	of	vital	importance.	Mobile	

ad	hoc	networks	are	vulnerable	to	attacks	due	to	the	lack	of	any	specific	boundary	and	

random	 entry	 of	 nodes	 in	 the	 network.	 In	 this	 paper	 routing	 schemes	 concentrate	

merely	on	 the	establishment	of	paths	without	or	 low	delays	 so	 that	 the	packet	 losses	

could	 be	 minimized.	 The	 imbalances	 of	 load	 at	 network	 nodes	 causes	 havoc	 and	

severely	affect	the	performance.	

KEYWORDS:	Load	Balancing,	Clustering,	Efficient	Routing,	Congestion,	MANETs.	

1. INTRODUCTION	

Ad	 hoc	 networks	 have	 gained	 more	

attention	 these	 last	 decades,	 with	 the	

proliferation	 of	 mobile	 processing	

platforms	 and	 small	 sized	 wireless	

equipments.	MANETs	 hold	 the	 promise	

of	future,	with	the	capability	to	establish	

networks	at	anytime,	anywhere	without	

assistance	 of	 any	 central	 authority.	 All	

the	 nodes	 are	mobile	 but	 possess	 their	

own	 set	 of	 capabilities	 including	 their	

transmission	 and	 computation	 power,	

energy	 resources	 etc,	 thus	 offer	

heterogeneity	among	nodes.	
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Now,	 it	 should	 be	 borne	 in	 mind	 that	

there	 is	not	 any	 fixed	 infrastructure,	 so	

the	security	solutions	should	admit	that	

legitimated	 nodes	 carry	 out	 all	 the	

required	 tasks,	 including	 routing	 and	

entity	authentication,	in	a	self‐organized	

and	 self‐controlled	 manner.	 The	

limitations	on	the	network	transmission	

range	 is	 the	 another	 problem	 to	 be	

considered	 and	 to	 develop	 secure	

routing	 mechanisms	 is	 of	 vital	

importance.	Mobile	ad	hoc	networks	are	

vulnerable	 to	 attacks	due	 to	 the	 lack	of	

any	specific	boundary	and	random	entry	

of	nodes	in	the	network.	

Authentication	 is	 the	 hallmark	 of	

security	and	 failure	 to	achieving	 this	so	

far	 is	 a	 stumbling	 block	 in	 the	 way	 of	

securing	 MANET.	 At	 small	 scale	 the	

authentication	 can	 be	 managed	 by	 the	

nodes	 through	 handshaking	 but	 at	

larger	 scale	 it	 becomes	 complex	 and	

demands	 the	 involvement	 of	 a	 Trusted	

Third	 Party	 (TTP).	 Some	 of	 the	

proposed	 schemes	 are	 either	 based	 on	

self‐organization	 in	 MANETs	 without	

TTP	 	 where	 the	 identity	 is	 resolved	 by	

independent	 nodes	 themselves	 and	

some	are	based	on	absolute	TTP	,	while	

a	 hybrid	 form	 can	 also	 be	 used.	Due	 to	

the	unavailability	of	a	central	controller	

and	 limited	 battery	 power,	 a	 flat	

structure	 may	 not	 be	 the	 efficient	

organization	for	routing	between	nodes	

in	the	case	of	large	MANETs.	One	of	the	

way	 support	 efficient	 communication	

and	improved	system	performance	is	to	

develop	wireless	backbone	architecture.	

The	 purpose	 of	 using	 a	 hierarchical	

architecture	 instead	 of	 a	 flat/non	

hierarchical	architecture	is	to	lessen	the	

overhead	 of	 handling	 mobile	 nodes	 by	

means	 of	 cluster	 head	 or	 by	 using	 a	

clustering	 scheme	 which	 controls	 the	

further	 communication	 and	 control	

overhead.	 The	 clustering	 could	 be	

beneficial	 in	 terms	 of	 throughput	 and	

the	 overall	 network	 performance	 if	

employed	with	an	efficient	scheme.		

The	 present	 routing	 schemes	

concentrate	 merely	 on	 the	

establishment	 of	 paths	 without	 or	 low	

delays	so	that	the	packet	losses	could	be	

minimized.	 The	 imbalances	 of	 load	 at	

network	 nodes	 causes	 havoc	 and	

severely	affect	the	performance.		

The	 overall	 purpose	 of	 our	 load‐

balancing	scheme	is	to:		

 Select	non‐congested	paths	or	 to	

disseminate	excessive	load	of		a		node	to	

its	neighbors	

 Balances	 energy	 consumption	 of	

the	network,	
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 Ensure	efficiency	and	robustness,	

 Reduce	 end	 to	 end	 delay	 and	

number	 of	 packet	 lost	 by	 queue	

overflow,	

 Enhance	 the	 utilization	 of	

resources	(buffer,	radio	channel),	

 Improve	 the	 overall	 network	

performance	 and	 reduce	 collision	 by	

load	distribution.	

Thus	 in	 nutshell,	 firstly	 the	 ad‐hoc	

networks	 are	 more	 vulnerable	 to	

security	 attacks	 due	 to	 the	 lack	 of	

limited	physical	protection	of	broadcast	

medium.	 In	 such	 scenarios	

Authentication	 is	 one	 of	 the	 most	

remarkable	 security	 aspects	 in	 any	

system	 because	 all	 the	 remaining	

attributes	 (i.e.	 integrity,	 confidentiality,	

availability	 etc)	 depends	 completely	 on	

it.	Secondly,	efficient	resource	usage	and	

utilization	 of	 the	 available	 limited	

amount	 of	 energy	 in	 deploying	 the	

network	in	the	most	efficient	way	is	one	

of	 the	 greatest	 challenges	 faced	 by	 ad‐

hoc	 networks.	 The	 network	

performance	 might	 be	 improved	 if	 the	

network	 is	 clustered	 more	 proficiently	

by	 grouping	 together	 nodes	 that	 are	 in	

close	 proximity	 via	 efficient	 Clustering	

scheme.	 Thirdly,	 the	 radio	 links	 in	

MANETs	 are	 opportunistic	 because	 of	

the	 restricted	 bandwidth	 between	 the	

nodes	 thus	 Load	 balancing	 is	 of	 vital	

importance	in	such	networks.	[7],	[8].	

	

2. LOAD	 BALANCING	 AND	

MANETS	

Ad	 hoc	 networks	 have	 gained	 more	

attention	 these	 last	 decades,	 with	 the	

proliferation	 of	 mobile	 processing	

platforms	 and	 small	 sized	 wireless	

equipments.	MANETs	 hold	 the	 promise	

of	future,	with	the	capability	to	establish	

networks	at	anytime,	anywhere	without	

assistance	 of	 any	 central	 authority.	 All	

the	 nodes	 are	mobile	 but	 possess	 their	

own	 set	 of	 capabilities	 including	 their	

transmission	 and	 computation	 power,	

energy	 resources	 etc,	 thus	 offer	

heterogeneity	 among	 nodes.	 Thus,	 a	

mobile	ad	hoc	network	(MANET)	can	be	

defined	 as	 an	 independent	 distributed	

system	where	node	communicates	over	

relatively	 bandwidth‐constrained	

wireless	 links	 with	 other	 nodes	 which	

resides	 within	 its	 transmission	 range.	

Multi‐hoping	 alleviates	 the	 problem	 of	

limited	radio	propagation	range,	thus	is	

an	 imperative	 feature	 of	 mobile	

networks.	 Limited	 security,	 dynamic	

topology,	 variable	 rate	 and	 limited	

bandwidth	 of	 connections	 and	 power	

consumption	 are	 some	 of	 the	 new	

constraints	 imposed	 by	 ad	 hoc	
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networks.	 Packet	 transmissions	 suffer	

from	interference	and	fading	due	to	the	

shared	 wireless	 channel	 and	 dynamic	

topology.	

Currently,	 mobile	 ad	 hoc	 networks	

(MANETs)	 can	 be	 deployed	 in	 various	

scenarios	 but	 the	 presence	 of	 varying	

degree	 of	 resources,	 mobility	 of	 nodes	

and	 the	 lack	 of	 load‐balancing	

capabilities	 in	MANETs	 (Mobile	Ad	Hoc	

Networks)	 poses	 a	 hefty	 challenge	 for	

such	 networks	 to	 scale	 and	 perform	

efficiently	 when	 subjected	 to	 varying	

network	 conditions.	 Load	 imbalance	 is	

one	 of	 the	most	 critical	 issues	 in	 these	

networks	and	network	performance	can	

be	 reached	 by	 fairly	 distributing	 load	

among	 nodes	 within	 the	 network.	

Special	 attention	 has	 been	 given	 to	 the	

load	balancing	and	congestion	control	in	

network.	 Here	 it	 is	 intended	 to	 deliver	

data	 packets	 circumventing	 congested	

routes,	 so	 as	 to	 realize	 a	 short	 end	 to	

end	 delay	 and	 load	 balancing	 of	 the	

overall	 network.	 The	 various	 load‐

balancing	 schemes	 discussed	 offer	 an	

ability	 to	 alleviate	 congestion	 by	 traffic	

distribution	 of	 excessive	 load	 and	 to	

support	 better	 performance,	 taking	

different	parameters	into	consideration.	

[8]	

3. LOAD	 BALANCING	 IN	

MANETS	 TO	 IMPROVE	 THE	

EFFICIENCY	 AND	 NODE	

LIFETIME	

MANETs	 in	 its	 simplest	 sense,	 enable	

one	 or	 more	 mobile/autonomous	

entities	to	communicate	with	each	other	

without	 the	 existence	 of	 physical	

connection	 and	 any	 established	

infrastructure.	 All	 nodes	 have	 to	 make	

decisions	 collectively.	 	 In	 such	

environments	 imbalance	 of	 load	 over	

the	nodes	can	occur.	The	capabilities	of	

a	 MANET	 node	 is	 a	 function	 of	 its	

resources	 i.e.	 processing	 capacity,	

battery	 power	 etc.	 A	 powerful	 node	

finishes	 its	 assigned	 jobs	 quickly	 and	

becomes	 idle	 before	 a	 less	 powerful	

node,	 assigned	with	extra	work	 load	or	

occupied	 most	 of	 the	 time,	 consuming	

more	energy.	The	 flow	of	data	between	

the	 source	 and	 the	 destination	 nodes	

could	 be	 speed	 up	 if	 its	 efficiency	 split	

on	 multiple	 paths	 between	 them.	 Load	

balancing	 is	 certainly	 one	 of	 the	

solutions	for	improving	the	efficiency	of	

the	 applications	 and	 the	 life	 of	 the	

network	nodes	i.e.	network	lifetime.	The	

significance	 of	 an	 efficient	 load	

balancing	 technique	 is	 to	 minimize	 the	

difference	 between	 the	 overloaded	 and	

under	 loaded	 nodes	 in	 terms	 of	 their	

workload,	 keeping	 various	 other	
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parameters	 in	 consideration.	 As	 these	

parameters	changes	in	terms	of	number	

of	 nodes,	 node	 mobility,	 heterogeneity,	

MAC	overhead	and	so	on,	the	process	of	

balancing	 the	 network	 becomes	 more	

complicated.	[3]	

4. NEED	OF	EFFICIENT	SCHEME	

TO	 BALANCE	 LOAD	 IN	

MOBILE	AD	HOC	NETWORKS	

The	 on‐demand	 routing	 protocols	 like	

AODV	 and	 DSR	 are	 typical	 protocols	

based	on	the	shortest	path	computation	

and	 are	 widely	 applied	 in	 ad	 hoc	

networks.	 These	 protocols	 are	 not	 a	

good	choice	when	we	deal	with	heavily	

loaded	networks	as	they	perform	poorly	

and	 degrade	 the	 performance.	 Studies	

revealed	that	 traditional	protocols	have	

the	 tendency	 to	 choose	 same	 set	 of	

intermediate	 nodes	 to	 forward	 data,	

specially	the	central	nodes.	Relying	on	a	

specific	 subset	 of	 nodes,	 while	

transferring	 large	 quantity	 of	 data	

causes	 congestion	 and	 deteriorates	 the	

whole	 path	 if,	 a	 node	 fails	 early	 during	

forwarding.	 Overburden	 or	 the	

congested	 nodes	 influence	 not	 only	 the	

battery	power	of	 those	partial	nodes	 to	

be	used	up	prematurely	but	causes	high	

end‐to‐end	delay.		

In	 such	 scenarios,	 a	 network	 demands	

an	efficient	load	balancing	scheme	to	be	

implemented	 so	 that	 the	 data	 flow	 can	

be	 reasonably	 distributes	 to	 several	

paths.		

A	 solution	 presented	 to	 avoid	 a	 same	

subset	 of	 nodes	 to	 be	 burdened	 over	

and	 over	 again	 was	 to	 use	 multiple	

paths	 for	 transmission,	 where	

secondary	 paths	 are	 used	 to	 transmit	

when	 the	 primary	 fails.	 The	 main	

purpose	of	load	balancing	is	to	avoid	the	

use	 of	 specific	 routes	 to	 transfer	 data,	

which	 quickly	 lessen	 the	 energy	 of	 the	

nodes,	belongs	to	these	routes.	[10]	

5. PEEEBLNS:	 PRIORITIZED	

EQUILIBRIUM	 ENERGY	

EFFICIENT	 BALANCED	 LOAD	

NETWORKS	

Input:	MANETs	 nodes	with	mobility	 in	

inter	 clustered	 scenario	 using	 beacon	

messages	 for	 acknowledgment	 and	

information	packets	for	communication.	

Output:	 Scenario	 of	 packet	

send/receive	 between	 mobile	 nodes	

under	 cluster	 formation	 and	 graphical	

representation	 of	 various	 network	

parameter	 to	 calculate	 network	

performance	 like	 packet	 lost/packet	

sent,	 throughput,	 jitter,	 delay	 and	 end‐
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to‐end	delay	under	AODV	and	DSR	using	

NS2	simulator.	

Pre‐arrangements:	 In	 order	 to	 work	

with	 PEEEBLNs,	 some	 parameters	 or	

some	 pre‐arrangements	 we	 need	 to	

follow	 i.e.	 the	 main	 aspect	 or	 the	 first	

thing	to	do	 is	cluster	 formation.	Second	

come	 PEEEBLN_PHAROS_CALL	 which	

includes	 beapharos_request	 message	

that	is	used	to	send	request	to	start	the	

communication	as	 shown	 in	 fig	5.2	and	

beapharos_reply	 message	 that	 is	 used	

for	acknowledgement	that	means	that	a	

particular	node	is	ready	to	communicate	

as	shown	in	fig	5.3.	The	next	parameter	

is	CHmain_tab	as	shown	in	fig	5.4	that	is	

maintained	 by	 a	 commencer	 of	 the	

network	 and	 a	 CH	 maintenance	 table	

(CHmain_tab)	 is	 made	 on	 the	 basis	 of	

information	received	from	pharos_reply	

packets	 and	 manage	 the	 CH	 nodes	

information	 in	 the	 table	 in	 the	

descending	 order	 on	 the	 basis	 of	

qualifying	 parameters.	 For	 every	

communication,	 the	 nodes	 may	 have	

battery	 life	 left	 (BLL)	 more	 than	 TTL	

(time	to	live	assumed	to	be	50%)	will	be	

only	considered	else	will	be	rejected	or	

the	 communication	 will	 continue	 for	

next	node	in	the	CHmain_tab.	To	balance	

the	load,	check	the	processing	power	of	

the	 cluster	 head,	 if	 the	 power	

consumption	 (PPC)	 is	 more	 than	 β	

(tolerance	 level,	 assumed	 to	 be	 80%),	

then	the	CH	will	make	a	call	to	the	nodes	

in	 the	CHmain_tab	so	as	 to	 forward	 the	

packet.	 If	 this	 power	 consumption	

doesn’t	 exceed	 the	 tolerance	 level	 then	

the	CH	itself	will	manage	the	work	load.
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In	proposed	algorithm,	the	nodes	having	

ample	amount	of	energy	 for	end	to	end	

communication	 follow	 by	 balancing	 of	

loads	of	communication	with	in	clusters.	

It	also	tries	to	improve	the	durability	of	

network.	

Cluster	 Implementation	 Scenario	

Steps	to	form	the	clusters	are:	

1) Neighbors	 of	 each	node,	where	 i	

(initiator)	

V	 (i)	=	 {i	≠	 i	/	dist	 (i,	 i’)	≤	 transmission	

range	

2) Explaining	 the	processing	power	

of	each	node	within	clusters.	So	that	the	

efficiency	of	each	node	is	estimated.	

3) Explaining	the	battery	life	of	each	

node	 which	 signifies	 the	 durability	 of	

that	node	with	in	clusters.	

PEEEBLN_PHAROS_CALL	 for	 cluster	

head	election	mechanism	

In	MANETs	in	order	to	maintain	balance	

in	 network,	 a	 cluster	 head	 is	 elected	 in	

the	cluster.	This	will	keep	all	 the	tracks	

of	 routes	 followed	by	nodes	and	all	 the	

information	 regarding	 the	 nodes.	 For	

this	purpose,	a	PEEEBLN_PHAROS_CALL	

is	 commenced	 by	 a	 commencer	 of	

cluster	 (this	 may	 be	 any	 node	 of	 the	

cluster).	 This	 commencer	 node	 will	

broadcast	 a	 PEEEBLN_PHAROS_CALL	

within	the	cluster.	Be	pharos	call	trigger	

the	 nodes	 in	 the	 range,	 to	 be	 a	 part	 of	

cluster,	 and	 receiving	 node	 may	 reply	

with	 require	 information	 (i.e.	 battery	

life	 and	 processing	 power	 in	 this	 case)	

to	 the	 pharos	 call	 generator.	 And	 from	

the	obtained	replies,	a	cluster	head	will	

be	 selected	 on	 the	 basis	 of	 these	

parameters.	

In	 the	 above	 mechanism	 we	 elected	

cluster	 head	 and	 the	 nodes	 under	 the	

cluster	 head.	 The	 average	 load	 of	 each	

node	and	the	average	load	of	the	cluster	

are	 checked	 after	 regular	 interval	 of	

time.	 So	 that	 balance	 is	 maintained	

within	 the	 network.	 And	 the	 nodes	

having	battery	 life	 left	(BLL)	more	than	

TTL	 (time	 to	 live	 assumed	 to	 be	 50%)	

will	 be	 only	 considered	 else	 will	 be	

rejected.	To	balance	 the	 load,	check	 the	

processing	power	of	the	cluster	head,	 if	

the	 power	 consumption	 (PPC)	 is	 more	

than	 β	 (tolerance	 level,	 assumed	 to	 be	

80%),	 then	 the	 CH	 will	 make	 a	 call	 to	

forward	 the	 packet.	 If	 this	 power	

consumption	 doesn’t	 exceed	 the	

tolerance	 level	 then	 the	 CH	 itself	 will	

manage	 the	 work	 load.	 If	 the	 situation	

comes	when	the	node	has	more	BLL	and	

more	 PPC,	 then	 the	 node	 with	 lesser	

PPC	will	be	selected.	
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Cluster	 Head	 (CH)	

Maintenance/Analysis	 Table	

(CHmain_tab)	

Input	 	 //Beapharos_reply	packet	

received	 based	 on	 the	 communication	

within	inter	cluster//	

Output		 //Form	 a	 CHmain_tab	

potentially	in	descending	order//	

Beapharos_reply	 packet	 received	

with	 IP	 address,	 port	 no,	 BLL	 and	

PPC.	

1) Received	 Beapharos_reply	

packet	with	IP	address,	port	no,	BLL	and	

PPC	

2) If	IP	&&	port	no!	=	CHmain_tab	

If		

	 BLL>TTL	 //TTL=50%//	

Then		

	 Insert	 IP	 and	 port	 no	 in	

CHmain_tab	

Else		

	 Reply	with	insufficient	BLL	

3) And	 arrange	 the	 nodes	 in	

descending	order	of	PPB	parameter	and	

the	 top	 node	 is	 the	 clusterhead	 for	 the	

cluster	

	

Else		

	 Left	the	packet	

4) Select	 next	 Beapharos_reply	

packet	

5) And	go	to	1	

PEEEBLNs:	 Prioritized	 Equilibrium	

Energy	 Efficient	 Balanced	 Load	

Networks	

Input		 //Packets	 received	 for	

forwarding	 during	 communication	

within	inter	cluster//	

Output	 //Packet	 forwarded	 to	 next	

node	 with	 load	 balancer	 using	

PEEEBLNs//	

Packets	 received	 by	 CH	 for	

forwarding	

1) Set	i	=	(top	node	(CHmain_tab))	

	 	

//	where	 i	 is	 the	 first	 row	 of	 the	 table	

and	incremented	by	1//	

//set	QP	=	50%	BLL	of	CH//	

2) Examine	 PPB	 parameter	 using	

CHmain_tab	

If	((BLL>TTL)	&&	(PPC>β))	

Then	

Elect	the	node	having	PPC	<	β	

3) Else	

If	 	

(PPC	(CH)	≤	β)	 	 //β	 =	

80%//	

Then	the	CH	will	itself	manage	the	load	

Else		
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Allow	 the	 next	 node	 from	 CHmain_tab	

for	forwarding	the	packet	

If			

(PPC	(CH)	>	β)	 	 //β	 =	

80%//	

Then	

i++		

CH	 will	 make	 a	 call	 to	 next	 node	 from	

CHmain_tab	to	assist	packet	forwarding	

4) If	 next	 successive	 node	 of	

CHmain_tab	is	available	and	agree	to	co‐

operate		

	

Then		

	

Allow	the	participating	node	 to	balance	

the	load		

	

Go	 to	 step	 2	 and	 examine	 the	 PPB	

parameter		 //Traffic	 is	 shifted	 for	

load	balancing//	

Else		

i++	 	 	 	 //	 elect	

next	node	from	CHmain_tab//	

5) Packet	is	forwarded	and	load	is	

balanced	within	cluster	

	

PROPOSED	 A	 PEEEBLNS:	

Prioritized	Equilibrium	Energy	Efficient	

Balanced	 Load	 Networks	 Algorithm	 is	

efficient	 in	 terms	 of	 selection	 of	 the	

assistant	 cluster	 node	 to	 resolve	 a	

bottleneck	 problem.	 This	 mechanism	

deploys	the	assistant	node	for	by	the	CH	

to	share	the	network	load	such	that	the	

total	 load	 is	 distributed	 among	 the	 CH	

and	the	nodes	are	reliable,	trustworthy,	

potential	 nodes.	 The	 proposed	

algorithm	 is	 recursive	 in	 nature	 as	 it	

recalls	 itself	 to	 select	 best	 potential	

node	for	load	sharing	by	the	CH.	If	CH	is	

encountered	 with	 critical	 bottleneck	

problem,	 the	 proposed	 algorithm	 will	

allow	 selecting	 the	 near	 trustworthy	

potential	 nodes	 for	 load	 sharing	 and	 in	

case	 of	 success,	 load/traffic	 is	

distributed.	 Neighbor	 nodes’	 those	 are	

reliable	and	potential	and	agree	to	share	

the	 load	 represent	 itself	 as	 impostor	

node	 and	 plays	 a	 role	 of	 CH	 in	 the	

respective	cluster	of	the	network.	

6. CONCLUSION	

Load	 balancing,	 prolonged	 network	 life	

time	 and	 deployment	 in	 various	

applications	 are	 the	 important	

requirements	 for	 mobile	 ad	 hoc	

networks.	The	purpose	of	this	proposed	

work	is	to	balance	the	load	between	the	

over	 loaded	 and	 the	 under	 loaded	
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nodes.	The	PEEEBLNs	proposed	here	 is	

a	 load	 balancing	 technique	 which	 can	

also	 be	 viewed	 as	 an	 efficient	 routing	

approach,	 improves	 delivery	 ratio,	

reduces	end	to	end	delay,	and	efficiently	

exploits	 the	 resources	 like	 available	

bandwidth,	node	energy.	This	new	 load	

balancing	 solution	 works	 by	 selecting	

the	node	on	the	basis	of	PPB	parameter.	
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