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Abstract -The need for fourth generation mobile networks originates 
with ever increasing mobility and the convergence of traditional 
telecommunication networks and content services. A fourth generation 
(4G) mobile network combines several traditional technologies to 
provide personal communication and content services for its mobile 
users. 
 
1. Introduction 

 
The protocol architecture of the Internet has been proven to 

be both reliable and scalable, providing a solid foundation for a wide 
range of services. New wireless high-speed network access 
technologies and Internet mobility management methods enable 
extending and combining traditional technologies into a single entity, 
the 4G mobile network. The experiences from second and third 
generation mobile networks help us to understand how to manage a 
large number of mobile users. The 4G mobile network architecture is 
based on Internet standards and wireless short-range, high-speed 
network access technologies. The architecture enables connections to 
other users without knowledge about their current terminal or location. 
Internet services can be used anywhere in the 4G mobile network area. 
The 4G network can be accessed with different kinds of terminals and 
devices. Client devices for 4G mobile network applications can be 
roughly categorized as follows: 

 
 Laptop or PDA (Personal Digital Assistant) with 4G mobile 

network access 
 Dual-mode wireless phone with GSM or UMTS and 4G 

mobile network access 
 Wireless phone with 4G mobile network access 
 Other specialized devices (e.g., wearables, small appliances, 

or public fixed terminals) with 4G mobile network access. 
Fourth generation terminals are used to access various services, 
including traditional Internet services as well as services targeted to 4G 
terminal users only. A factor common to these services is that they all 
use IP as the basis of their communications. Thus, clearly4G terminals 
must support IP. Hybrid mobile terminals, which support both IP and 
some other communications technologies such as 3G UMTS, may also 
be used. Since these hybrid terminals are also IP compatible, 4G 
operators are only required to offer IP based access to their networks 
and services. 
 
2. Requirements for the Architecture 

 
The fourth generation mobile network architecture should 

provide a scalable platform for service and content providers, enable  

 
reliable personal communication and provide personal and terminal 
mobility management. The following list summarizes the most essential 
requirements for the architecture. 

 
2.1 Minimal Software Required in Terminals 
 

Terminals should avoid unnecessary power consumption and 
processing activity. All electrical activity on a terminal increases its 
power consumption. Especially mobile terminals should minimize their 
electrical activity since they are running on batteries. Increased battery 
capacity or processing capability is not a good solution, since it also 
increases the cost of terminals. Therefore, all possible mobility 
management and administration related functions should be executed 
by the network, leaving as few functions as possible for terminals to 
execute. Another benefit in centralizing software to the network is that 
when software needs to be upgraded, no changes are required for 
terminals. 
 
2.1.1 As Simple Base Stations as Possible 

 
WLAN and Bluetooth access points have a maximum 

coverage range of roughly about 100 meters, depending on the radio 
transmitter and surroundings. With such a short coverage range, a 
relatively large number of access points (base stations) are needed. It is 
essential that access point cost is minimal since expensive access points 
could dramatically increase the overall cost of a network. The cost of 
an access point can be reduced by using limited processing capability. 
This also backs the idea of centralizing software to the network. 
Possible software upgrade effects on APs are little, facilitating network 
and service administration. 
 
2.1.2 Open Standards Based Protocols 

 
To avoid interoperability problems and service dispersion all 

communications should be based on open, standardized protocol 
definitions. Closed, proprietary protocols could easily lead to a 
situation where a user cannot access all the services needed because of 
protocol incompatibilities. This would cause additional costs for service 
providers who would be required to support several communication 
protocols instead of just one global standard. Users would be frustrated 
to find a fourth generation mobile network incompatible with their 4G 
terminal. Higher costs or any kind of incompatibilities could reduce 
general interest in the whole 4G concept. 
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2.1.3 Scalability 
 
The architecture should be scalable both upwards and 

downwards. At the beginning of the 4G era, most of the population of 
the world will not be immediately able to use 4G technology. Later, 
globally even up to 1010 users, terminals and devices may be using 4G 
mobile networks. Locally user rates are highly dependent upon local 
population density. The architecture should be ready for high user data 
rates to avoid scalability and other problems which could lead to costly 
architecture changes. 
 

A base station communicating with a mobile terminal 
indicates the current location of the terminal. The less coverage one BS 
has the more accurately the locations of terminals are known. Low 
coverage base stations result in more handovers than high coverage 
base stations, but provide more precise terminal location information. 
Therefore, some operators may prefer low coverage base stations even 
if high coverage BSs are available. The architecture should not set 
limits on operators choosing base stations for their networks. 
 
2.1.4 Internet and VoIP Compatibility 
 

The Internet and World Wide Web (WWW) provide a vast 
amount of services. Not all services could reasonably be modified for 
4G terminals, hence the terminals and the architecture must be able to 
use standard Internet protocols to access Internet based services. 

Internet standards compliance benefits all. Users can access 
all available services with a single terminal. Service providers need to 
provide only one interface for their services in order to reach both 
Internet users and the users of 4G mobile networks. Speech is the basic 
form of human communication. There is no doubt that people want to 
speak to each other no matter how much Internet based services and 
multimedia content are available. VoIP provides support for 
transferring voice over the Internet. Connections to other users should 
be possible without information about their whereabouts or current 
device. 
 
2.2 Basic Components of a 4G Mobile Network 

 
The physical components of fourth generation mobile 

networks are mobile terminals, base stations (access points) and 
gateways connecting local 4G networks to other networks, in particular 
the Internet. For administration, local content and service providing 
purposes, additional routers and servers may be used alongside the 
gateway. Mobile terminals communicate with the network via base 
stations using wireless radio connections. Base stations are usually 
connected to the gateway with wired connections. The base stations of 
second and third generation mobile networks have rather high 
coverage. 

 
Base stations are expensive and due to their high coverage, 

the locations of terminals and users are not known accurately. For a 
fourth generation mobile network, typical base stations are low-cost 
and have lower coverage. Low coverage base stations are used to locate 
users more accurately, enabling location dependent services. With low-
cost base stations which use unlicensed ISM radio bands for 
communications, a fourth generation mobile network may be set up 

without heavy financial investments. Both the mobile terminal and 
network must support the same communication technology. Data 
transfer rates in fourth generations mobile networks are several or tens 
of megabits per second, depending on the used technology. Different 
technologies do not necessarily mean incompatibilities though. For 
example, the standard 802.11g based devices provide data transfer rates 
of up to 22 Mbps but are still compatible with 802.11 based devices 
which provide only 2 Mbps data rates. Compared to 3G UMTS, which 
serves data rates up to and possibly higher than 2 Mbps, fourth 
generation mobile networks have much more potential to provide real-
time and multimedia content services. 

One of the central ideas of fourth generation mobile networks 
are “hot spots”. A hot spot is an area covered by 4G base stations and 
usually owned by a single entity. The diameter of a hot spot can vary 
from a hundred meters to a few kilometers. Corporate offices, shopping 
centers, hotels and airports could form hot spots, each offering different 
kinds of services. Hot spots can be connected to private corporate 
LANs, public administration LANs or mobile WLANs installed in 
trains, ships, airplanes or buses. Areas not belonging to hot spots are 
covered by either high range 4G, 3G or 2G base stations. Dual-mode 
terminals may operate at higher speeds in hot spot areas and at lower 
speeds elsewhere. The Internet acts as the core network of fourth 
generation mobile networks. Local 4G mobile networks are connected 
to each other via the Internet using standard Internet protocols. The 
Internet is an open network for all and requires no additional financial 
investments, making it suitable for use as a core network.By connecting 
4G mobile networks to the Internet, access can be easily provided to 
mobile users. If wanted, services and content offered by a 4G mobile 
network can be made available also for Internet users, not only for 
mobile users of that network. However, only mobile users are able to 
take full advantage of the location dependent services offered by fourth 
generation mobile networks.  
 
2.2.1 Mobility Management 

 
Personal mobility management in the fourth generation 

mobile network is based on the Session Initiation Protocol.  
 

2.3 SIP Registration 
 
A SIP session is initiated by sending a SIP request to a SIP 

URL. The request is routed to the home network of the contacted user, 
regardless of their current location. The information about current 
locations of users is maintained by SIP redirect servers contained in 
every network acting as a home network for mobile users. A SIP 
redirect server accepts a SIP request, maps the address into zero or 
more new addresses (SIP contact address) and returns these addresses 
to the client initiating the session. The new address or addresses 
indicate the current location and terminal of the contacted user. The SIP 
redirect server on the home network (home SIP redirect server) 
receives these new addresses from mobile terminals registering on 
foreign networks or users registering on new devices. After the client 
initiating the session has received the new addresses from the home SIP 
redirect server, it is able to initiate an end-to-end session with the 
contacted user. The home SIP redirect server is not used during the 
actual session; it is used only for querying the location and terminal of 
the contacted user while initiating the session. A home SIP redirect 
server is analogous to the HLR of the GSM network architecture. A 4G 
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Location Area (4GLA) is either a hot spot or an area between hot spots 
covered by high coverage 4G base stations. 4GLA is analogous to a 
GSM Location Area. Every 4G Location Area where visiting mobile 
terminals are allowed, contains a SIP outbound proxy server [46] which 
is analogous to the VLR in a GSM network. Visiting mobile users in a 
4GLA register their current location with their home SIP redirect server 
using the SIP outbound proxy. The registration can be done in several 
ways, as described in [45]. In the fourth generation mobile network, 
either an outbound proxy intercept registration or a user-initiated proxy 
registration can be used. Both outbound proxy intercept and user-
initiated proxy registrations use the outbound proxy of the 4GLA to 
forward SIP registration messages to the home SIP redirect server. 

 
In the case of outbound proxy intercept, the terminal sends a 

registration message to its home network containing the terminal’s 
current IP address as the SIP contact address. The outbound proxy in 
the visited 4GLA intercepts the registration message and changes the 
contact address to point to itself before forwarding the message. In the 
case of a user initiated proxy registration, the terminal recognizes that it 
is visiting a foreign network and sends a registration message to the 
outbound proxy using the proxy’s address as the contact address. The 
outbound proxy forwards the message to the terminal’s home SIP 
redirect server without changes. After successful registration, all 
session initiation messages involving a visiting user travel through the 
outbound SIP proxy server.  

 
This allows network operators to collect statistics and 

possible billing information. It is worth noticing that a user may not 
wish to register their location in certain location areas. If the user 
configures the terminal in use not to send registrations or uses a public 
terminal anonymously, the home SIP redirect server is not aware of the 
user’s current location. Thus, the home SIP redirect server returns no 
contact addresses in response to session initiation messages, disabling 
incoming calls to the user. The user is still able to make outgoing calls 
if the terminal has a valid IP address in the visited location area. 
Network operators may require that a user must register in order to 
access Internet services, but may provide local services for unregistered 
users. These and other service related issues in 4G mobile networks are 
described with more detailed in [19]. 
 
2.3.1Address Management on Foreign Networks 

 
On a foreign network a mobile terminal needs a local IP 

address in order to use the foreign network and its services and to 
register a SIP contact address with its home SIP redirect server. The 
address could be configured manually, but this requires knowledge 
about the foreign network’s available IP addresses and would cause 
unnecessary manual work for users. Therefore, the address should be 
obtained automatically by terminal software. Mobile IP provides the 
means to obtain a care-of address on a foreign network. Terminal 
software automatically registers the care-of address with a foreign 
agent, if used, and with the home agent. The registered care-of address 
could also be used as a SIP contact address. The problem is that the 
terminal’s home network must provide Mobile IP services (i.e., a home 
agent must be present in the home network). If no home agent is 
operating, the terminal fails to register its care-of address.  

The Dynamic Host Configuration Protocol [10] is the de 
facto standard protocol for automatically assigning IP addresses for 

devices without a permanent IP address on a network. DHCP allows a 
network administrator to supervise and distribute IP addresses from a 
central point, allowing the collection of statistics and other information. 
DHCP messages can also be used by 4G mobile terminals to recognize 
that they are on a foreign network [44, 1] and to locate the SIP 
outbound proxy server [46]. The usage of DHCP does not require any 
other software than a DHCP client for mobile terminals and a DHCP 
server for 4G mobile network. 
 

The Dynamic Registration and Configuration Protocol 
(DRCP) is a proposal for a lightweight dynamic address configuration 
protocol, suitable especially for mobile hosts. Terminals using DRCP 
[28] are also able to use DHCP servers in the lack of DRCP servers. 
DRCP is under development at this time of writing, but it provides a 
notable alternative for address configuration in mobile environments. 

 
IPv6 address auto configuration can also be used, but, 

naturally, this requires that both the terminal and the network support 
IPv6. The Dynamic Host Configuration Protocol for IPv6 (DHCPv6) 
offers the automatic allocation of reusable network addresses and 
additional configuration flexibility. DHCPv6 [6] is a stateful 
counterpart to “IPv6 Stateless Address Auto configuration” [50], and 
can be used separately or concurrently with the latter to obtain 
configuration parameters. 
 
2.4 Micro Mobility 

 
This section proposes a general purpose micro mobility 

management method, experimented within the “4G” project at the 
Laboratory of Telecommunications of Lappeenranta University of 
Technology. The term micro mobility refers to terminal mobility inside 
a single 4G Location Area. The method enables mobile terminals to use 
a single IP address while using different base stations and IP sub 
networks inside a 4GLA. Micro mobility is controlled by the gateway 
router responsible for the 4GLA, which is also acting as a default router 
for mobile terminals visiting the 4GLA. Mobile terminals use only 
standard DHCP client software to obtain a local IP address, no 
additional IP mobility management software is required. 

 
Link layer mobility is transparent to the network layer. The 

network layer of a mobile terminal is only aware of the gateway; 
individual base stations are invisible to it. A mobile terminal may use 
different base stations using a single IP address, if the link layer 
software (i.e., typically device drivers) in base stations and in the 
mobile terminal provide link layer mobility management functions. For 
example, all currently available WLAN equipment provides this 
capability. The device drivers of the terminal are able to accomplish a 
handover when a new, more reliable base station is located. The 
handover and the locating of a new base station is done solely by 
device drivers, not interfering with any network or upper layer 
protocols. After the handover, the terminal’s device drivers will send 
all subsequent link layer frames to the newly found base station. 
Regardless of the base station the terminal is currently using, all IP 
packets are forwarded to it by the gateway. If all base stations belong to 
the same IP sub network, no additional network layer mobility 
management is required for any part of the network. 

The usage of IP sub networks effectively reduces collisions 
during packet transmissions in the physical medium. Large IP networks 
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are usually divided into smaller IP sub networks for scalability reasons. 
Without additional mobility management, a terminal should change its 
IP address when moving to a new IP sub network area in order to 
receive IP packets destined to it. Changing the IP address would 
terminate all transport layer connections and require a new SIP 
registration. This is clearly undesirable. By using a single IP address 
through different IP sub networks, no additional SIP registrations 
would be needed nor would transport layer connections would 
terminate. 

 
The method for preserving IP addresses in different sub 

networks, experimented with in the “4G” project, is based on an 
intelligent gateway, DHCP and Proxy ARP [37]. ARP, described in 
section 2.4, is meant for a single IP (sub) network. If a terminal sends 
an ARP request and the recipient is in a different IP sub network, the 
recipient will not receive the request and is unable to respond to it. If 
the gateway connecting the IP sub networks replies with its own 
hardware address on behalf of a terminal in another sub network, 
terminals are able communicate without the need to know that they are 
in different sub networks. This is, in short, the principle of Proxy ARP. 
No changes are required for terminals sending and receiving ARP 
requests and replies, only the gateway implements Proxy ARP. 

 
Now a mobile terminal is able to communicate with other 

nodes regardless of the sub network or network where they are located. 
If the terminal moves to another sub network, it may continue 
communicating if the gateway still routes IP packets to and from it 
despite the fact that the terminal’s IP address belongs to another sub 
network. The gateway is required to monitor packet streams involving 
the mobile terminal. Any packet originating from the terminal is routed 
normally by the gateway. Based on the packets send by a terminal, the 
gateway updates its routing table, if necessary, to reflect the terminal’s 
current location. 

 
The gateway can easily monitor packet streams originating 

from a mobile node. If the terminal is idle, it does not send any packets. 
This problem can be solved by using a standard DHCP client on the 
terminal. The IP address the mobile terminal obtained when arriving to 
the 4GLA must have a short lease time. The terminal starts sending 
DHCP Renewing Requests when, by default, half of the lease time is 
passed in order to renew its lease of the address [10]. The gateway uses 
these requests to track the movements of the otherwise idle mobile 
terminal and update its routing table if necessary. Again, the gateway is 
able to route packets destined to the terminal. No bridging is needed 
since IP packets are routed based on the movements of terminals. It is 
important to notice that the terminal’s IP address must be renewed by 
the gateway regardless of the terminal’s current IP sub network. With 
this method, a mobile terminal is able to use several IP sub networks 
without changing its IP address. This method requires an intelligent 
gateway that can perform the needed actions. The method can be used 
alongside with the presented overall architecture, but its usage is not 
mandatory. An evaluation of the scalability of the proposed method is 
currently under research. 
 
2.5 Roaming 

Roaming in 4G mobile networks is the movement from one 
4GLA to another. As a user with a mobile terminal roams to a new 
4GLA, the terminal must obtain an IP address provided by the new 

4GLA network. Without such an address, the terminal cannot 
communicate with the network. The address can be assigned as 
described in section 5.4.2. Several 4G Location Areas can be combined 
into one 4G Service Area (4GSA). A 4G Service Area is typically 
administrated by one network operator. An operator may use 
hierarchical SIP registrations [51, 43] to reduce the number of SIP 
registrations send to home SIP redirect servers. In the hierarchical 
scheme, a SIP registration message from a mobile terminal is first 
received by the SIP outbound proxy server of the new 4GLA. This SIP 
outbound proxy server forwards the SIP registration message to the SIP 
outbound proxy managing the 4G Service Area where the mobile 
terminal is currently located. The home SIP redirect server is updated 
only when the mobile terminal moves from one 4GSA to another. This 
effectively reduces the number of SIP registrations sent to the home 
SIP redirect server, enabling it to serve more users. The mechanism 
works whether the home SIP redirect server and the visited 4GSA are 
administrated by the same network operator or not. Moreover, 
regardless of hierarchy, the SIP sessions are still end-to-end 
connections, any data sent during a session is exchanged directly 
between the session participants. 

 
The transport layer connection used in a SIP session will 

terminate if the mobile terminal’s IP address changes. In order to retain 
a SIP initiated session when roaming to a new 4GLA and obtaining a 
new IP address, the session data stream must be redirected to the new 
IP address of the terminal with SIP handoff messages [3]. A SIP 
handoff message enables moving one end of an active session to a new 
receiver without the need to create a new logical call. The new receiver 
may be another person or the same person using a different terminal or 
IP address. Although a new transport layer connection is created, the 
SIP session itself is uninterrupted. Since IP address can be changed, no 
Mobile IP is needed with SIP initiated sessions. 

 
A possible approach to retain all transport layer connections 

is to use DHCP relay agents [10]. These agents would be operating in 
each 4G Location Area of a 4G Service Area while only one DHCP 
server would be operating on each 4GSA. DHCP relay agents pass 
DHCP messages between DHCP clients and DHCP servers. In this 
way, the IP address of a mobile terminal could be kept unchanged 
inside a 4GSA. Smooth location update would be carried out by 
multicasting IP packets arriving at a terminal to both location areas 
involved. The scalability of this solution has not been evaluated at this 
time of writing. 

 
There is, nevertheless, a problem with transport layer 

connections retained from one network to another. If the data transfer 
rate provided by the new network is smaller than the previous network, 
the transport layer connection may clog. This is because the 
corresponding side of the connection sends datagrams at a faster rate 
than the new, slower network is able to deliver them. Despite the 
possible error control mechanisms of a transport layer protocol, the 
connection may be disturbed. For this reason, all vital data transfers 
should be initiated with SIP, removing the need for retaining transport 
layer connections while roaming. 
 
3. Discussion and Future Work 
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No straight answers are given for raised issues, the topics are 
meant for sources of discussion. Some of the areas are currently under 
research, but the rest are work for the future. The presented architecture 
does not cover physical implementation details. Two currently 
available wireless technologies, WLAN and Bluetooth, were introduced 
but the architecture is not limited to any particular link layer 
communication technology. Because of this independence, the 
 architecture can be used with the technology which eventually 
becomes adopted by major fourth generation mobile terminal 
manufacturers. 
 
  SIP registrations and terminal address obtaining and renewal 
in a foreign network should be secured and authenticated as well. It is 
essential that only an authorized user is able to register with her 
personal SIP URL. This requires, at least, that SIP registration 
messages are authenticated. Candidates for this purpose are, for 
example, “HTTP Authentication: Basic and Digest Access 
Authentication” [13] and PGP (Pretty Good Privacy, [2, 7]) but further 
research is still needed to determine their overall suitability. For secure 
data transfers, IPSec provides security functions, but should be studied 
if it is appropriate for low processing capacity mobile terminals. 

 
The Session Initiation Protocol provides a means for personal 

mobility. SIP handoff messages can be used to move an active session 
to another IP address, making it possible to change a terminal’s IP 
address during a SIP session. Non-SIP initiated transport layer 
connections are not shielded from changing an IP address. Mobile IP 
could be used for providing a constant IP address (i.e., the home 
address) for a mobile terminal, but the terminal’s home network should 
provide Mobile IP services. It should be studied how the Session 
Initiation Protocol and Mobile IP could most complement each other 
for providing personal and terminal mobility while shielding all 
transport layer connections, not only SIP initiated connections. One 
interesting scenario is roaming between fourth generation and third or 
second generation mobile networks. A user with a dual-mode terminal 
may be having a call when roaming a fourth generation mobile 
network. If the user leaves the 4G mobile network, the call should be 
transferred to the control of a suitable mobile MSC, otherwise the call 
will terminate. On the other hand, if a user roams a 4G mobile network, 
it could be beneficial to transfer the call to the control of the fourth 
generation mobile network for billing reasons. It must also be noticed 
that the current and previous mobile networks can be administrated by 
different network operators. 
 
4. Conclusions 

 
This paper presented an overall architecture of a fourth 

generation mobile network. Basic components of 4G mobile networks 
were introduced and essential requirements for the architecture were 
defined. Basic components of fourth generation mobile networks are 
mobile terminals, low-cost base stations and gateways connecting local 
networks, hot spots to the Internet. Hot spots are areas offering high-
speed access to 4G mobile network services and to the Internet. 

 
The Internet and its standards form the foundation of the 

architecture. Using the Internet as the core network enables users to 
access Internet based services and provides a global framework for 
mobility management related signaling. VoIP provides the services of 

traditional telecommunications networks for the users of fourth 
generation mobile networks. The architecture enables end-to-end 
connections to other users without knowledge about their current 
location or terminal by using the Session Initiation Protocol. SIP 
provides a means for personal mobility by identifying users with SIP 
addresses which are location and terminal independent. End-to-end 
connections between users provide low latencies for data transfers with 
no overhead to home networks. SIP can be used to initiate different 
types of sessions, which is essential in 4G mobile networks where 
sessions with varying requirements are used. 

 
VoIP and other Internet based services require high-speed 

network access. Two promising wireless high-speed access 
technologies, WLAN and Bluetooth, were introduced. However, the 
presented architecture is not limited to any particular access 
technology; it can be used with the technology eventually adopted by 
4G mobile terminal manufacturers. This thesis also proposed a general 
purpose micro mobility management method. The proposed method is 
based on an intelligent gateway which enables mobile terminals to use 
a single IP address in different IP sub networks. No additional mobility 
management software is required for mobile terminals. The proposed 
method can be utilized with the presented network architecture. 
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